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Abstract 

The Home Monitoring and Control System aims to provide its end customers a comprehensive 

home system which will offer them with round the clock home protection as well as the ability to 

monitor their home environment from anywhere in the world. This system has a web based 

application which enables its users to check their home status through the Internet. Our product 

features include a Security System, a Temperature Control System, a Smoke Detector system 

and a Lighting System. Users can monitor their house through various sensors installed around 

the house as well as through the door and window sensors. Users are notified of any emergency 

situations of intrusions or fire through instant notification service via e-mail. The temperature 

Control system enables users to adjust and check the temperature of their homes through the 

Internet. This document provides the specifications of the design of our product. The Home 

Control and Monitoring System is a unique design which can be realistically installed in homes 

with minimal changes. 
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1. Introduction  

1.1 Purpose    

This Project Report contains information about our Senior Design Project, The Home 

Monitoring and Control System. It includes the design specifications of the system and the 

details of each task that has been accomplished during the making of this project.  

1.2 Background Information  

On January 24, 2008, we proposed an advanced Home Monitoring and Control System as our 

project for this course. The Home Monitoring and Control System is a web based application, 

which lets homeowners control and monitor their homes from anywhere in the world through the 

Internet. Users of this product can keep track of their home environment including the lights, 

temperature and the security system just through a Web Browser. We aim to utilize the ever-

growing popularity and increasing availability of the Internet and to let the users control and 

monitor their homes through any device that has access to the Internet. We also use various 

sensors within the house in order to monitor the house. This project employs the skills learnt in 

various subjects of Electrical and Computer Engineering for the design and development of the 

software, firmware and hardware into a single system.   

This product is mainly designed for customers who travel frequently, so that they can always 

monitor their house from anywhere in the world via the Internet. The users can check the status 

of their home by just connecting to the Internet and logging on to the home page of the system.  

 



 - 2 - 

1.3 What does the Home Monitoring and Control System Offer? 

The Home Monitoring and Control System provides home owners with: 

¶ Home Protection ï The Security System provides round the clock security using sensors 

and motion detectors that can be placed throughout the house. The Smoke Detector 

System provides protection against fire. 

¶ Real Time Response ï Instant notification services via email to the homeowners as well 

as the security offices using our Web Application. 

¶ Remote Monitoring ï Users can check on the status of their homes from anywhere, at 

anytime. 

¶ Ability to Control Home Environment ï The Temperature Control System and the 

Lighting System enable users to adjust their home environmental settings from within 

the house as well as outside the house (through the web page). 

1.4 Scope 

The basic components of our project are shown in Figure 1.  

¶ The web application allows the user to monitor and control the system by connecting to 

the Server Computer through the Internet  

¶ The serial communication application enables communication between the 

microcontroller and the Server Computer through the RS232 cable or wireless adapter. 
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¶ Command processing on the microcontroller receives and interprets the control/request 

messages from the Server Computer. 

¶ The sensor interface is used to connect the various sensors and devices to the 

microcontroller.  

¶ The Model House was used to install the various sensors, for demo purposes. 

Server PC

Web Application (User Interface)

Server PC 

Serial Communication 

Command Processing (Microcontroller)

Microcontroller Interface to Sensor Devices

Model House (with sensors) 

 

Figure 1: General System Components 
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1.5 The Microcontroller  

For developing our project, we used the SKP16C62P evaluation board (from the M16C family), 

since we were familiar with its useful on-chip peripherals like ADC, interrupts, Flash rewrite etc. 

The M16C is a high performance platform with varied internal integrated peripherals that greatly 

reduce the need for external components. The M16C/62P has 1MB of address space and its 

maximum frequency is 24MHz. The key features of this microcontroller include UART/Clock 

Synchronous Serial Interface, Timers, 113 I/O ports, Interrupts etc. [6]. This microcontroller will 

be programmed to handle the I/O connections to the interface.  It will also be connected to the 

Server Computer through the RS232 Converter and Wireless Transceiver to send and receive the 

status information and the control commands. 

2. Design Components 

The block diagram shown on Figure 2 gives a high level architectural overview of the Home 

Monitoring and Control System. In this section, we discuss the design and specifications of each 

block. This section also describes how each of these components interacts with the system.   
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Figure 2: System Block Diagram 

 

2.1 Sample Home Model 

For demo purposes, we decided to build a model house for our project. This sample model house 

is a wooden representation of a small home with a door and a window. Various sensors and 

devices are mounted in the house. These include the lights, the magnetic sensors, the smoke 

detector, the fan, the LED display etc.   
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2.2 Implementation of Sensors and Developing Code for the Microcontroller 

Implementation of the sensors involved hardware design as well as firmware design. The 

firmware includes the development of the code to handle the operation of these sensors.  

The Home Monitoring and Control System consist of several sub systems such as the 

Temperature Control System, the Security System, the Smoke Detector System and the Lighting 

System.  In this section, we have described each system (and their sub systems) separately.  

The flow chart shown in Figure 3 shows the general structure of the microcontroller application. 

It illustrates how the operations of several subsystems are handled by the microcontroller.  The 

detail discussion of the flow chart is presented in subsequent sections. 
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Figure 3: Software Flowchart 

2.2.1 Lighting System 

The Home Monitoring and Control system allows its users to monitor and control the lighting of 

their house through the web site as well as via switches located within the house. In this section 

we discuss the circuit used to operate the lights through the microcontroller.  
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To be able to switch the lights ON or OFF, we used a 7486 XOR gate chip that consists of 4 two-

input XOR gates (with each light connected to a gate). One of the input pins of the XOR gate is 

connected to a mechanical switch and the other pin is connected to one of the pins of MCU 

specified for the control of the light. The control process is such that if only one of the pins of the 

XOR gate is high, the output of the gate becomes high. Therefore, toggling one of the inputs of 

the gate changes the status of the light. By connecting the output of the gate to an I/O pin on the 

microcontroller, we are able monitor the status of the light. The circuit diagram and MCU pin 

connections are shown in the Figure 4. 

Since the I/O pins of the microcontroller do not provide enough current to switch a relay, the 

output of the XOR gate is also connected to a BC-141 Bipolar Junction transistor to amplify the 

output current of the gate to switch a relay that can control a high voltage light bulb.  

 

Figure 4: Light s and Fan Circuit 
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2.2.2 Temperature Control System 

The Temperature Control System consists of a temperature sensor, push buttons, 7-segment 

displays and a fan. In this section we describe each component of the temperature control 

system.  

2.2.2.1 Temperature Sensor 

To monitor the current temperature inside the house, we used the Phidgetôs 1114 Temperature 

Sensor (Figure 5 ). This sensor measures ambient temperature from ï40 to +125 degrees Celsius. 

The device uses the TC1047 precision temperature-to-voltage converter microchip that gives an 

output voltage that is directly proportional to the current temperature. In order to read the voltage 

value of the device through the microcontroller, we need to convert the analog voltage value to a 

digital value. This operation is done using the ADC function of the M16C/62P Microcontroller.  

   

Figure 5: Temperature Sensor 

 

 

According to the deviceôs datasheet the voltage and temperature are linearly related using the 

following equation: 
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Equation 1 

where the Measured Value is the digital value of the voltage and Max ADC Range is 256 (Max 

ADC value is 255), since we are using the 8-bit conversion mode. 

After running several tests of the device we observed that the device is too sensitive, and the 

temperature value changes quickly over time. We have set the sampling frequency of the ADC to 

2MHz by configuring its mode registers. Also, considering the 1-degree accuracy of the device, 

we decided to take the average of the last 1000 readings (by trial and error) of the temperature 

and use that as the current temperature value.   

2.2.2.2 Adjusting the Temperature Using Push Buttons 

We realized that the user might want to control the temperature from within the house as well as 

through the website. In this sub section, we discuss how a user can adjust the temperature of the 

house through two push buttons (to increment or decrement the temperature) or choose to turn 

the AC system ON or OFF using a push button located within the house. 

Since these buttons are mechanical devices, each time the button is pressed, there is a bouncing 

behavior in the signal. The signal that is generated when the push button is pressed is shown in 

Figure 6. The bouncing behavior is visible in the figure just before the signal level changes to 

low. Whenever a button is pressed, an interrupt is generated. However, even if the button is 

pressed only once, due to the bouncing signal, several interrupts could be generated. 
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Figure 6: Push Button Bouncing Signal 

To make sure that a single button press translates to a single interrupt, we used software de-

bouncing technique using timers in our program. Whenever the push button is pressed, the signal 

becomes low, and so we set the interrupt to be triggered on the falling edge. The interrupt starts a 

timer, which is set to expire every 10 milliseconds (we observed through the oscilloscope that the 

bouncing signal stabilized in less than 10ms). We chose the clock frequency of the timer to be 

the microcontrollerôs clock frequency (24 MHz) divided by 32, which is 750 KHz. Therefore, by 

loading the timer with a value of 7500, we generate an interrupt every 10 milliseconds (100Hz).  

(24MHz/32) / (100Hz) = 7500 

After the timer expires and if the signal level is still low, we can confirm that the button was 

pressed and consequently, the current temperature value is then incremented or decremented 

depending on the button that was pressed.  Using our discretion, we decided that the minimum 
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value a user can set the temperature to, is 10 degrees and the maximum temperature is 35 

degrees. 

2.2.2.3 Seven Segment Display 

Hardware Explanation 

We used three seven segment displays to display the current or the desired temperature of the 

room. These seven segments are the common anode type displays; this means that in order to 

turn ON a segment, the corresponding pin must be connected to ground. The COM pins are 

common to all the segments and are connected to VCC to switch on each segment. The pin 

connection of each segment is shown in Figure 7. 

 

Figure 7: Common Anode Seven Segment Display 

Three Seven Segments are connected together such that two of them display the temperature 

(digits), and the third one indicates whether the temperature is above or below zero degrees.  
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Because of the limited number of external pins on the microcontroller, and in order to reduce the 

power consumption of the system, we used the Time Division Multiplexing (TDM) method to 

display the 2-digits on the two 7-segments. Using TDM, we select one 7-segment unit at a time 

and display its corresponding digit for a very short period of time and then move to the next unit. 

If each unit is turned on for a couple of milliseconds, the human eye will see the 7-segment units 

as if they were ON simultaneously.  

To be able to select between the 7-segments we used two binary inverter gates and a control 

signal from the microcontroller. The gates are connected to each other as well as to the select 

(COM) pins of the 7-segment units as shown in Figure 8. By doing so, the outputs of the 

inverters are always opposite of each other and therefore, only one 7-segment display gets 

selected at a time. Note that since the output current of the microcontroller is low, this 

connection allows us to draw enough current from the inverters and avoid damaging the 

microcontroller.  

 The frequency of the selection process and changing of the data pins is chosen such that the 

human eye cannot capture the flickering. If we choose the frequency to be less than 60Hz, we see 

the displays blinking and if we choose the frequency to be a value too high, the data on the 

displays get mixed and we do not get accurate displaying of numbers [2]. Therefore, we chose a 

frequency that was neither too high, nor too low (200Hz) to get a good quality display.  
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Figure 8: Circuit Schematics of the 7-segment displays 

 

Software Description 

For controlling the seven segment display, we used an internal timer to switch between the 

displays, with a frequency of 200 Hz, as well as to switch the output data. We chose the clock 

frequency of the timer to be the microcontrollerôs clock frequency (24 MHz) divided by 32, 

which is 750 KHz. Therefore, by loading the timer with a value of 3750, we generate an interrupt 

every 5 milliseconds (200Hz).  

(24MHz/32) / (200Hz) = 3750 

Whenever the timer expires, we check whether the AC system is enabled or not. If it is enabled, 

we go through the data and display selection process; otherwise we set all the output pins to 1 to 

turn off all the segments. If the AC is enabled, we first determine whether the current 

temperature or the set-temperature is to be displayed on the 7-segments. The set-temperature is 
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displayed (for three seconds) whenever the temperature is adjusted.  After that the current 

temperature value is displayed again on the displays.  

 

Figure 9: Code for displaying the temperature on 7-segments 

 

The code snippet shown in Figure 9 above describes how we extract the units and tenôs digits of 

the temperature. The extracted number is used for obtaining the corresponding output according 

to look up Table 1; the intended tenôs or unitôs numbers are displayed depending on which 

display is active at that time as discussed in the hardware explanation. For displaying the sign of 

the temperature on the third 7-segment, we set pin ógô of the third display to 0 if the temperature 

is negative and to 1 if it is positive. 

 

 

 

 

 

 /* extract the units of the 2 - digit number */  

 if(!p2_4) num = abs(a) - 10*(int)(abs(a)/10) ;  

 /* extract the tens of the 2 - digit number */  

 else num = abs(a)/10;  

 

 /* output the 7 - segment equivalent number from the look up table */  

 p4 = seven_seg[num];  
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Table 1: Number and corresponding pin output 

Number 
Seven Segment Conversion Seven 

Segment 

Equivalent dot g f e d c b A 

0 1 1 0 0 0 0 0 0 0xC0 

1 1 1 1 1 1 0 0 1 0xF9 

2 1 0 1 0 0 1 0 0 0xA4 

3 1 0 1 1 0 0 0 0 0xB0 

4 1 0 0 1 1 0 0 1 0x99 

5 1 0 0 1 0 0 1 0 0x92 

6 1 0 0 0 0 0 1 0 0x82 

7 1 1 1 1 1 0 0 0 0xF8 

8 1 0 0 0 0 0 0 0 0x80 

9 1 0 0 0 1 0 0 0 0x98 

 

2.2.2.4 AC Fan Circuit  

The fan has a circuit similar to the light circuit which is controlled according to the temperature 

of the room. The difference is that the fan is controlled only using the microcontroller; therefore 

the XOR gate is removed from the circuit. Whenever the fan pin of the MCU is high, the fan is 

switched on using the relay. We used a 12V computer fan as a model. The circuit diagram and 

pin connection is shown in Figure 4.  

2.2.3 Security System 

A major component of our Home Monitoring and Control System is the security system. The 

security system we designed operates through motion detectors and the door and window 

sensors. Users can enable or disable the security system through the web site or through a keypad 

(located within the house) by just entering a security password.  
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The security system design mainly consists of three main components, the keypad, the motion 

detector and the magnetic sensors. When the system is enabled, the motion detector is active. 

Whenever any movement is detected inside the house, and if within the next 30 seconds the 

security system is not disabled (by the user), an alarm is sounded off for 5 minutes and an 

intrusion is logged into the database. Also, an email is sent out to the owner of the system as well 

as to the security office, notifying them of the intrusion (section  2.4.3). Upon being detected, the 

user can disable the security system simply by entering the correct security password on the 

keypad, and can prevent the alarm from sounding off. The users can also change their security 

password through the web application. Details of this feature are discussed in the communication 

section .The following sub sections include a discussion on each of these components. 

2.2.3.1 Keypad 

For the security activation and deactivation, we used a 16 button alpha-numeric matrix keypad 

with an 8-pin header as shown in Figure 10. The keys are from 0-9 and A-D in addition to ó#ô 

and ó*ô.  

 

Figure 10: Keypad 
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The first 4 pins of the pin header are the columns, and the second 4 pins are the rows. When a 

button is pressed on the keypad, the row pin and the column pin of the corresponding key will be 

connected together. For example if we press the number ó1ô on the keypad, row zero and column 

zero will be connected together. The internal connection of the keypad is shown in Figure 11 for 

more illustration. 

 

Figure 11: Internal connection of the Keypad 

We connected all the pins of the keypad to the eight I/O pins of the microcontroller; four for the 

rows of the matrix keypad and the other four for the columns. In order to determine which key 

was pressed, we need to find the row number and the column number of the pressed button 

separately. 

To find the row number, we set all four digital output pins of the microcontroller which are 

specified for the columns of the keypad to zero; this means that we output logic zero at those 

output pins of the microcontroller. At the same time we set the direction of other four digital I/O 

pins of the microcontroller which are specified for the rows of the keypad as inputs and enable 

their pull-up resistors. Pull-up resistors are used so that whenever none of the keys are pressed, 
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the four input pins of the microcontroller are connected to VCC so that the noise does not affect 

the process. Therefore, whenever a key is pressed on the keypad, we can recognize the row 

number of the pressed key by checking the four input pins of the microcontroller, for logic low 

and recording the pin number; this makes sense since the other three should be connected to 

VCC through Pull-up resistors. At the same time, we activated an interrupt pin on the 

microcontroller that goes through the key recognition code, which is explained later. 

After determining the row number by the method described above, we repeat the same procedure 

to find the column number but this time we output zeros to the rows and enable pull-ups for the 

columns.   

For generating the interrupt pulse, we connected the rows of the keypad to a 4-input NAND gate 

and the output to an interrupt pin on the microcontroller.  The complete connections between the 

microcontroller, the keypad pins and the NAND gate are depicted in Figure 12. 

 

Figure 12: Keypad Interrupt Recognition Circuit  
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Whenever a button is pressed on the keypad an interrupt will be generated. However, since the 

keypad is a mechanical device, each time the button is pressed there is a considerable amount of 

bouncing in the signal (noticed through the oscilloscope). As a result of this, many interrupts are 

generated for a single press of a button (on the rising edge of the NAND output). To combat this 

issue, we enable a one-shot timer in the microcontroller whenever an interrupt happens. This 

timer is set to expire every 87ms, considering the fact that the response time of a user pressing a 

button will be more than 87ms[1]. When this timer expires, we check the output of the NAND 

gate; if the output is still high then we read the row and column number according to the 

procedure explained above.     

2.2.3.2 Infrared Transmitter/Receiver  

An infrared transmitter/receiver is used for motion detection. For general understanding, when a 

person passes between the transmitter and the receiver, the signal being transmitted by the 

transmitter to the receiver will get blocked, and the receiver output voltage will drop to zero. In 

this manner, any movement within the house can be detected.  

The infrared transmitter-receiver circuit consists of a 38 KHz transmitter/receiver pair that 

operates under a modulated frequency. The transmitter circuit consists of an infrared diode, two 

current-controlling resistors and a PNP transistor. The 38 KHz signal received from the 

microcontrollerôs I/O pin is fed into the resistor and then to the infrared diode to release infrared 

energy. Since the output current of the MCU is not high enough to operate the infrared 

transmitter properly, we used a bipolar junction transistor to boost the current running through 

the transmitter diode. The circuit diagram for transmitter is shown in Figure 13.  
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Figure 13: Infrared Transmitter Circuit  

A timer on the microcontroller generates the square waved signal needed for the infrared 

transmitter. The transmitter works when a squared wave signal with a frequency of 38 KHz is 

applied to the emitting diode. Therefore, we toggle the output of the timer with double the 

frequency (i.e., 76 KHz). However, the receiver only works when it receives a burst of signals 

from the transmitter (modulated signal). Thus, we need to disable the output of the timer after 

some time and re-enable it again later. The resulting signal being transmitted is shown in Figure 

14. The signal source is connected to the emitter through a BJT transistor to amplify the current. 
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Figure 14: Transmitter Signal 

The receiver circuit consists of a TSOP 1138 infrared receiver, a capacitor for VCC smoothing 

and an impedance-regulating resistor. The received signal from the transmitter is fed to the MCU 

for motion detection such that whenever the transmitter signal is blocked the output of the 

receiver output voltage goes to zero. Therefore, the MCU can detect motion using the specific 

code. The circuit diagram is show in Figure 15. 

 

Figure 15: Infrared Receiver 
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While the receiver is receiving the signal of the infrared transmitter, it outputs a waveform as 

shown in Figure 16. When an object blocks the signal being generated by the transmitter, the 

receiver outputs a high signal. To make use of this behaviour of the receiver we connect its 

output to an interrupt on the microcontroller. This interrupt is triggered on the falling edge of the 

output signal. Whenever an interrupt happens we start a timer and set its value to expire after 

87ms. We wanted to set the timer to its highest value so that even after that much time, if the 

signal status is still high, we can be sure that the signal has been blocked. Therefore we chose the 

clock frequency of the timer to be the microcontrollerôs clock frequency (24 MHz) divided by 

32, which is 750 KHz. Therefore, by loading the timer with a value of 65536 (or 0xFFFF), we 

generate an interrupt every 87 milliseconds.  

(24MHz/32) * (87ms) = 65536 

When the timer expires we check the status of the signal. If it is low we know that the transmitter 

signal is not blocked. However, if the signal value is still high it is probable that the infrared 

signal of the emitter is blocked, so we can assume that a person is blocking the way of the signal. 

To make our assumption even more accurate we again start another timer, if the value of the 

signal connected to the interrupt is still high. When the second timer expires after 18.7ms (which 

is 7/4
th
 of a period after the timer starts), if the value of the signal is still high, we know that a 

person is detected, and thus we set the detected flag. 
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Figure 16: Receiver Signal 

When the detected flag is set to true, the function handleDetect( ) is called. If within the next 30 

seconds the security system is not disabled (by entering the password on the keypad), an alarm is 

set off for a maximum of 5 minutes. At the same time, a log entry is made recording the date and 

time of detection within the house, and an e-mail is sent to the security office and to the user of 

the house.  

2.2.3.3  Magnetic Sensors for the Door and Window 

The magnetic sensors attached to the door and the window, are used to detect any intrusion 

through the exits in the house. A schematic for the sensor is shown in Figure 17. These sensors 

are composed of a metal unit, which is connected to the door and another magnetic unit, which is 

connected to the wall. One of these units is wired to ground and the other unit is connected to the 

I/O port of the microcontroller.  
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Figure 17: Magnetic Sensor Circuit 

To determine the status of the door and window through the microcontroller, we used polling 

method. We continuously check the corresponding I/O ports from our code, through an infinite 

loop in the program. Therefore, whenever the I/O ports are found to be high, the function 

handleDoorWind() is called. However, we noticed that there was a considerable amount of 

bouncing in the signal during the opening/closing of the door/window through the oscilloscope. 

Therefore, in order to be sure that the door or window was actually opened, we used timers for 

de-bouncing the signal. These timers are set to expire every 87 ms, after which we check the I/O 

port again. Therefore, we chose the clock frequency of the timer to be the microcontrollerôs 

clock frequency (24 MHz) divided by 32, which is 750 KHz. So, by loading the timer with a 

value of 65536 (or 0xFFFF), we generate an interrupt every 87 milliseconds.  

(24MHz/32) * (87ms) = 65536 

If the signal is still high after the timer expires, we can confirm that the door or the window has 

been opened. We then set the doorOpen or windOpen flag to TRUE accordingly. Figure 18 

shows captured image on the oscilloscope, which shows the bouncing in the signal, when the 

door is opened. 
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Figure 18: Magnetic Sensor Signal 

Once the doorOpen or the windOpen flag is set to TRUE, the function handleDoorWind() is 

called. In the case of the window, an alarm is sounded off as soon as the intrusion is detected. If 

a user of the system has opened the door, the user can disable the security system by entering the 

correct security password into the keypad. The user has 30 seconds to do so. If within the next 30 

seconds, the security is not disabled, an alarm is set off. This alarm is sounded off for a 

maximum of 5 minutes (or 300 seconds). Also, a log command is sent to the Server computer. 

Whether the intrusion was made via the door or window is also specified in the log entry (by 

checking which flag is set to TRUE). 

Pull-up resistors are used to make sure that the input signal to the microcontroller is either high 

or low. The pull-up resistor circuit diagram is shown in Figure 19. For our door and window 

sensors, we enabled internal pull up resistors on the corresponding pins that are connected to the 

magnetic sensors, so that when the door/window is open, the voltage of the corresponding I/O 
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port is high (connected to VCC), and when the door is closed, the voltage level is low (connected 

to ground). 

In this way, the microcontroller is able to detect and monitor the status of the doors and windows 

within the house accordingly. 

 

Figure 19: Pull up Resistor Circuit 

2.2.4 Smoke Detector 

Another functionality of our Home Monitoring and Control System is the smoke detector system. 

This system consists of a built-in smoke detection ionization sensor along with an A5364CA 

chip, which work independently from the microcontroller. We used the datasheet for the internal 

circuitry of the system to find the best output for the case when smoke is detected. We observed 

that the I/O pin gets activated (P2 becomes high) whenever the alarm sounds off and therefore, 

we connected this pin to the I/O port of the microcontroller. The pin diagram of the A5364CA is 

shown in Figure 20[3]. 
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Figure 20: A5364CA Chip 

We noticed that whenever this pin is high, the output voltage is equal to 9 volts. Therefore, we 

used a voltage-divider resistor circuit to reduce the voltage to 4.5Vdc. This circuit consists of 

two 1Kohm resistors connected together across the ground and the I/O pin. We placed the 

voltage divider circuit inside the smoke detector itself and we used the output across one of the 

resistors. The schematic of the voltage divider is shown in Figure 21 

 

 

Figure 21: Smoke Sensor Output Circuit 
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The smoke detection is based on the interrupts. Whenever the sensor detects smoke, an interrupt 

is generated and the smoke status is set to TRUE. In order to reset the smoke status back to 

FALSE when the smoke is gone, we keep on checking the voltage value of the I/O port. 

2.3 Communication 

For communicating messages between the microcontroller and the Server computer we used 

serial communication method which is based on the RS-232 standard. In order to establish the 

communication between the devices, we programmed the microcontroller to enable the serial 

communication. We implemented a UART to RS-232 adapter to convert the logic levels between 

the two devices. We also developed a program for the Server Computer to read the data on the 

serial port and interpret the messages for the web application.  

2.3.1 Serial Program on the Microcontroller 

We used serial communication using interrupts method to communicate between RS232 and 

SKP. This method uses queues for sending and receiving. Whatever data we want to send we 

enqueue it into the transmit queue and start the transmission by using the send_string() function. 

The data is then sent one by one by the interrupt service routine. On the other hand, when data is 

received from the admin PC the characters are inserted (enqueued) into the received queue, so 

that they can be extracted from this queue later. The interrupt service routines take care of 

dequeuing in case of transmission and enqueuing in case of receiving. The diagram shown in 

Figure 22, explains the general overview of the serial communication process between the 

microcontroller and the Server Computer, using the Wireless RS-232 transceivers.    
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Figure 22: Overview of the Communication Process 



 - 31 - 

2.3.2 Status Updates 

Each device whose status needs to be monitored is connected to a single input pin of the 

M16C/62P Microcontroller. These devices are namely the door, window, light1and light2. The 

current value of temperature as well as the status of smoke sensor, security system and AC 

system, are stored in their corresponding global variables as discussed in sections  2.2.2 and  2.2.3 

To get the latest status of each device, we read the values of the input ports and store the result in 

a single 8-bit variable, where each bit represents the status of a single device. Unions in the C 

programming language allow us to access this variable as a single byte or to access each bit of 

this variable individually. Therefore, by making use of this functionality, we stored the status of 

the AC system, smoke sensor and the security system in bits 3, 6 and 7 of the status variable 

which were unused. Each bit of this variable represents the status of a specific device, where a 

value of 1 corresponds to ON/Open/Enable status and 0 corresponds to OFF/Close/Disable 

status. 

In order to make the transmission of the status information easier, we embedded both the 

temperature and the status information in one integer variable. Byte0 of this integer represents 

the status of all the sensors and devices where as Byte1 represents the current temperature. 

Figure 23 shows the bit-by-bit representation of this integer variable and what information each 

bit represents. 

b15 é b8 b7 b6 b5 b4 b3 b2 b1 b0 

  temperature   security smoke window door ac unused light2 light1 

 

Figure 23: Bit Structure for Status  
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2.3.3 Request Processing of Received Commands 

The function getCommand() is used for receiving the control/request messages from the Server 

Computer. This function is called whenever ócmdRcvdô is set to TRUE or when the character ó*ô 

is received. If the command is valid, then based on the character before the ó*ô, the request is 

processed. There are 4 valid requests that can be processed by the microcontroller. This section 

discusses the four commands. 

CASE S: Upon receiving the character óSô, the status information of the home is sent to the 

Server Computer. This is done by sending the óstatusô information using the function 

send_string(status); where óstatusô is the string representation of the integer obtained in section 

 2.3.2, which contains the status of each device inside the house. The send_string() function 

enqueues the characters of  the status one by one into the transmit queue and starts the 

transmission process. 

CASE C: When the character óCô is received followed by an ó*ô, it means that the user wants to 

control a device through the web interface. The function control() is then called to handle the 

request. The devices that can be controlled are: Lights, AC system, and the security system. In 

order to control them, a particular message in the form of C*dc# must be received from the 

Server Computer. In this message format, character ódô after ó*ô represents the device to be 

controlled and character ócô specifies the operation, which can be either 0 (off/disable) or 1 

(on/enable). All the messages should end with ó#ô to indicate the end of the message.  
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The control messages are: 

C*A0# Ą Light 1 off 

C*A1#Ą Light 1 on 

C*B0# Ą Light 2 off 

C*B1#Ą Light 2 on 

C*C0 #Ą AC off 

C*C1# Ą AC on 

C*D0# Ą Security disable 

C*D1# Ą Security enable 

CASE P: Users can change the security password (used to enable or disable the security system) 

through the web application. Upon receiving the character óPô followed by a ó*ô, the function 

handlePass() is called to extract the new password from the receive-queue. This password is then 

set as the new security password of the security system. The details of this operation are 

discussed below. 

Changing the Security Password:  

While it is possible for a user to change the default password of his or her system through the 

web application, we wanted to be able to retain the most recent password in the memory of the 

microcontroller itself. So that when the system is re-started, we can still retrieve the previously 

set password.   



 - 34 - 

The flash memory of the microcontroller has a built-in user ROM area (addressed from 0xFF00 

to 0xFFFF). We can rewrite this ROM area through software functions, FlashWrite and 

FlashErase which are available through the FLASH_API library. Whenever a request is made to 

change the password, the new password is written into a specific address on the ROM of the 

microcontroller, after erasing the previous password. A flag is also written in the ROM 

indicating availability of the password in the ROM. Therefore, when the system is re-started, the 

function getSecPass() is called. This function checks the flag in the ROM to see whether a 

password is stored or not. If there is no password, a default password, ó0000ô is set as the current 

password. Otherwise, the stored password is read from the ROM and stored in the RAM. It must 

be noted that the password is written at and read from a specified location in the ROM memory. 

ChgePass( ) function also sends a log command every time the password is changed. 

 CASE T: When the character óTô is received followed by an ó*ô, the user can set the 

temperature of the house through the web application. This case calls the function 

setTemperature( ). This function stores the desired temperature in a buffer, and then converts it 

to an integer and stores it in the global variable setTemp.   

We tried to make our application work like an AC system, which starts and stops automatically. 

We model our AC as a fan (the working of which is discussed in section  0. Therefore, whenever 

the difference between the current temperature and the desired temperature is more than 2 

degrees, the fan will automatically switch on or off (depending on whether the desired 

temperature is more or less than the current temperature). The function setFanStat( ) 

accomplishes the above mentioned functionality. This function is called continuously from the 

main() function.  
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2.3.4 UART to RS232 Converter  

The circuit shown in Figure 24 was used to translate UART signal levels to RS-232 and vice 

versa. This interface is used to enable serial communication between the SKP board and the 

Server PC.  

 

Figure 24: UART to RS232 Converter Circuit 

UART (Universal Asynchronous Receiver/Transmitter) is a feature on the microcontroller that 

translates data between parallel and serial forms, so that the data can be sent over the serial 

communication link. It uses the standard TTL signal levels. However, RS-232 uses negative 

logic with voltage values between -12 to 12 volts; where -12v corresponds to logic 1 and 12v 

corresponds to logic 0 [4]. Therefore, the logic levels between the two devices must be converted 

using this interface. 
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2.3.5 Configuration of the wireless RS232 serial communication adapters 

As a replacement for regular RS232 serial cable, we used a pair of wireless serial port adapters.  

First, we paired the two devices and set the configuration through HyperTerminal according to 

the manual. The communication baud rate is set to 19,200bps, parity and flow control are 

disabled, and there are 8 data bits and 1 stop bit. Then, we connected one adapter to the RS232 

Converter and the other one to the Server Computer. According to the device specifications, each 

adapter has the ability to transmit and receive the data to/from the other device wirelessly, using 

Bluetooth technology up to 100 meters.  

 

Figure 25: Wireless RS-232 Adapter 

2.3.6 Serial Communication Program on the Server Computer 

This application enables the serial communication between the Microcontroller and the Server 

Computer through the RS232 cable or wireless adapter. It also interprets the messages sent by 

the microcontroller and makes them usable by the web application. Additionally, it converts the 

messages from web application into a format that can be read by the microcontroller.  

In order to create this application we used the available Java libraries that provide the low-level 

application access to RS232 serial ports. The class diagram shown in Figure 26 shows the several 
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classes that have been developed for the serial communication and also specifies their 

relationships.   

The RS232Connection Class includes a method to establish the serial connection on the specified 

port. It first checks to see whether that port is currently owned by another application or not. If 

the specified port is not used by any other application it opens the connection on that port and 

sets the connection parameters such as Baud Rate, Parity, Stop Bits, etc. In this project, we used 

predefined values for these parameters as shown in Table 2. However, it is better to make these 

parameters configurable by the user (future work). It must be noted that these parameters values 

must always match the configuration parameters of the microcontroller for correct 

communication between the two devices. 

Table 2: Serial Communication Parameters 

Baud Rate 19200 

Stop Bits 1 

Data Bits 8 

Parity None 

 

CommPortReceiver is a Thread instance that will listen for incoming bytes on the port, while the 

connection is not disconnected. It then forwards the received bytes to the Protocol, which 

converts them into String commands.  

 

MessageHandler is responsible for recognizing the type of message and extracting the 

information based on the message. If the received message starts with the character ósô, it 

contains the status information of all devices. If it starts with the character ólô it contains the log 
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information. After recognizing the type of message received, the MessageHandler calls the 

corresponding methods in Status or Logger class to record the information.  

CommPortSender is used to send the óstatus updateô requests or óchange statusô requests from the 

ChangeStat class. The String commands that need to be sent are first converted into bytes using 

the method available on the Protocol and then sent to the Microcontroller by the OutputStream. 

Table 3 shows all the available commands sent to microcontroller or received from it and their 

corresponding meaning. 

Table 3: Commands 

Commands Received Commands Sent 

Command Meaning Command Meaning 

s+an integer# 

(ex. s6525) 

la0# 

la1# 

lb0# 

lb1# 

lb2# 

lc1# 

ld1# 

The status information 

 

Security disabled 

Security enabled 

Intrusion detected (motion) 

Intrusion detected (door) 

Intrusion detected (window) 

Smoke detected 

Security password changed 

S* 

C*A0# 

C*A1# 

C*B0# 

C*B1# 

C*C0 # 

C*C1# 

C*D0# 

C*D1# 

T*temp# 

(ex. T*28#) 

P*pass# 

(ex. P*abc12#) 

Send Status 

Light 1 off 

Light 1 on 

Light 2 off 

Light 2 on 

AC off 

AC on 

Security disable 

Security enable 

Change the temperature 

 

Change the security 

password 
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Figure 26: Serial Communication Program Class Diagram 
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2.4 Web Application 

The web-application is a J2EE based application running on the JBoss container on the Server 

Computer. The user will have the ability to monitor and control the system by connecting to the 

Server Computer through the Internet. This functionality could also be implemented using a GUI 

standalone application. However, because we wanted the users to be able to access the 

application from anywhere in the world, with only an Internet connection and a web browser, we 

used J2EE web-application.  

The web application is structured using the Model-View-Controller (MVC) design pattern, 

where data access, business logic, and data presentation are all decoupled [5]. In this design, 

Servlets act as the Controller. They take the user input and interpret it for the Model. Controller 

also tells the Model to update itself and make the new model state available for the View. Model 

holds the real business logic, which in this case is the communication between the 

microcontroller and the web application. JSPs and html pages act as the View and they are 

responsible for the presentation of data to the user. They also get the user input that goes back to 

the Controller. The diagram shown in Figure 27 represents the Model-View-Controller pattern. 
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Figure 27: Model-View-Controller  

After configuring the Deployment-Descriptor (web.xml) the application is deployed by being 

placed on the deploy directory of the JBoss container. By running the JBoss application on the 

Server computer, which is connected to the microcontroller the application is ready for use. The 

user can access the home page of the application by entering the URL into the address bar of his 

or her web browser.   

The URL is in the form of http://ip-address:port/application-name, where ip-address is the IP 

address of the server computer running the JBoss program (varies depending on the network 

settings), port is the port number that represents the JBoss software (port 8080 in our project), 

and application-name stands for the name of the application (senior in our project). Therefore, 

the URL to access the application is http://ip-address:8080/senior.  
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This web application is divided into two sub-applications: The RS232 Configuration Application 

and the Monitoring Application. The user can choose the application that he or she wants to 

access from the homepage. The general structure of the web-application is shown in Figure 28 

 

 

Figure 28: Web-application Architecture 

2.4.1 Serial Configuration Application  

The RS232 Configuration Application provides a simple web user interface for the user to 

establish the serial connection between the microcontroller and the specific serial port of the 

server computer where the RS232 wireless adapter or the serial cable is plugged in. Moreover, 

this application provides the user with the ability to disconnect at any time by pressing a button 

on the webpage. The status of the connection is also shown on the webpage.  
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This part of the application uses classes in the SerialComm package directly, in order to generate 

the list of available serial ports on the server computer, to establish the connection between that 

port and the microcontroller, and to disconnect the serial connection at the userôs request. Figure 

29 shows the class diagram of this application and the relationships between the classes. 

 

Figure 29: Serial App Class Diagram 

 

 


